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I. INTRODUCTION 

The School Employees Retirement System of Ohio (SERS) is requesting 
proposals from vendors for micro-segmentation solutions. SERS seeks proposals 
from qualified vendors for the procurement of micro-segmentation solutions.  This 
RFP contains sufficient information and instructions to enable qualified bidders to 
prepare and submit proposals and supporting material. Vendors must submit a 
complete bid that satisfies all requirements as stated in this RFP. This RFP also 
contains all major terms and conditions that the successful vendor will be 
expected to comply with, and provides options. 

 

II. BACKGROUND   

COMPANY OVERVIEW 

SERS is a statewide defined benefit retirement system for non-certificated 
persons employed by the public schools within the state’s cities, villages and 
counties, as well as local districts, vocational and technical schools, community 
colleges, and The University of Akron. SERS provides service retirement, 
disability and survivor benefits, and access to health care coverage for benefit 
recipients and their dependents. General administration and management of the 
plan is vested in the Retirement Board established under Chapter 3309 of the 
Ohio Revised Code. 

General information about SERS can be found at www.ohsers.org. 

SERS is a mid-sized organization employing approximately 180 people. SERS 
has steadily made improvements to architecture and applications. 

The vendor may request additional information from SERS relevant to this 
assessment. 

 

BUSINESS OBJECTIVE 

Legacy methods of perimeter-based security, where all Information Technology 
(IT) assets (infrastructure, applications, and data) are kept, consumed, and 
moved within that security perimeter, are becoming more problematic in today’s 
mobile and distributed work environment.  Today’s workspace is dynamic and 
roaming, and the workforce is more diverse with consultants, partners, and 
constituents accessing data on such a perimeter-based enterprise network.  Staff 
are working in a hybrid environment between home and SERS’ office space 
using issued devices while accessing applications and data that are remote from 
the perimeter-based enterprise network such as Cloud services.  Additionally, 
there is an increased adoption and proliferation Building Automation Systems, 
Internet of Things (IoT) connected devices and other Operational Technology 
(OT) within the perimeter that are intended to be connected to and make use of 

http://codes.ohio.gov/orc/3309
http://www.ohsers.org/
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internal and Cloud resources. All these developments significantly increase the 
attack surface which, in turn, could lead to increased numbers of cyber incidents, 
data breaches, and costs.  Additionally, in a traditional perimeter-based security 
model (which implements a “trust, but verify” design), threat management and 
mitigation is often limited to well-contained traffic that enters or exits the defined 
perimeter and only travels a given path to limited assets (such as a server).  But, 
the increase during the COVID pandemic in reported successful attacks and data 
breaches are indicative that such a perimeter-based chokepoint and block attack 
at the point of entry is not sufficient.  A traditional “trust by default” security 
approach typically grants access to enterprise data and assets to any and all 
entities (user, device, system, or service) upon authentication, so it does not 
contain lateral movement across the network, enabling attackers unhindered 
opportunity to do maximum damage.  Moreover, any lack of visibility inside a 
security perimeter enables an intruder to remain undetected for weeks and 
months enabling a rich and unhindered attack surface for add-on attacks and 
exploitation including surveillance, privilege escalation, exfiltration, lateral 
movement across networks and endpoints.  This lack of visibility may result in a 
single successful attack that lends itself to maximize damage to assets and data. 

SERS seeks a technical micro-segmentation solution that will meet the demands 
of a diverse workforce in a dynamic mobile workspace.  The selected solution 
must enable or assist SERS in achieving the following business objectives.  The 
order of the list does not reflect the importance or the priority of the objectives:  

1. Gain visibility to entire datacenter environment. 

2. Gain visibility of users and devices connected to the network, and assets (IT, 
OT, IoT) that they are attempting to access.  

3. Gain application process level visibility.  

4. Provide/enable the ability to integrate deep visibility of the entire IT 
environment into policy engines enabling more granular control with accuracy 
and confidence.   

5. Implement adaptive access control that applies context, such as location, 
time, etc. replacing “implicit trust” with “implicit deny.”   

6. Provide/enable the ability to identify security gaps by mapping application 
dependency and flows. 

7. Provide/enable the ability to address heterogeneous workloads spanning on-
premises, hybrid, virtual and container environments.  

8. Provide/enable the ability to enforce policy globally or selectively.  

9. Reduce/minimize the attack surface.  

10. Contain/limit unauthorized/malicious lateral movement to preclude or stop the 
spread of an attack.   

11. Protect mission critical applications and workloads.  



Request for Proposal for Micro-Segmentation 
School Employees Retirement System of Ohio  Page 5 of 40 

 

 

12. Provide/enable improved cybersecurity and monitoring capability and 
capacity.  

13. Meet regulatory requirements for regulations governing the security of data 
and transactions.  

14. Provide/enable a scalable solution that allows capacity increase as needed 
without forfeiting existing infrastructure investments. 

 

SOLUTION VISION 

The solution is to implement micro-segmentation under a holistic framework 
coined by the National Institute of Standards & Technology (NIST) as “Zero Trust 
Architecture” (ZTA) or Zero Trust Security Model.  ZTA assumes that an attacker 
is present within the perimeter and does not distinguish between an enterprise-
owned environment and non-enterprise-owned environment.  “Implicit trust” is 
replaced by “zero trust” minimizing access to resources and continually 
authenticating and authorizing identity and security postures of each asset 
access attempt, limiting lateral movement and preventing security breaches.  
Micro-segmentation is a security concept that divides and isolates data centers 
and cloud environments (IT and IoT/OT resources) into the smallest possible 
segments (e.g., down to a host) and builds a security perimeter around such 
assets based upon managed policies and identities that shield these resources 
from unauthorized access and/or discovery as well as reacts and reconfigures in 
response to threats or changes in the workflows.  Implementing micro-
segmentation will enable SERS to introduce adaptive context-based access, 
reduce the attack surface, offer more granular visibility and control, rapid time-to-
policy creation, and policy enforcement (global and selective) from the network 
level to the individual process level.  

 

III. SCOPE OF SERVICES 

SCOPE OF SERVICES 

Successful responder will be expected to provide SERS a proposal including, but 
not be limited to, on each of the following requirements for micro-segmentation:  

1. Micro-segmentation Solution Requirements 

a. Infrastructure/Platforms Agnostic & fit within Computing 
Environment: 

i. Integration and ability to operate with existing IT 
infrastructure (hardware and software). 

ii. Is the solution agent-based? If not, how is it implemented? 

iii. If your solution includes an agent, describe installation of the 
agents across enterprise scale of workloads. Is there 
capability to do mass installation? 
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iv. Can the agent be installed in "monitor only" mode if desired?  

v. If your solution includes an agent, what is the upgrade and 
uninstall process? 

vi. Does the solution support workloads deployed on bare-metal 
(physical servers)? Are there any limitations? 

vii. Which OS platforms are supported (WIN, LINUX, AIX, 
Solaris, Oracle, etc.)? Are there any limitations? 

viii. Does the solution support workloads deployed as virtual 
machines on any virtualization platform or hypervisor?  

1. Which hypervisors are supported?  

a. Do you have feature parity among hypervisor 
support?   

b. Please explain any feature parity if it exists.  

ix. What public clouds are supported (AWS, Azure, GCP)?  

1. Are there any limitations with each provider that the 
solution supports?   

2. Do you have feature parity among various providers? 
Are there any limitations with each provider that the 
solution supports?  

x. What private cloud stacks are supported? Are there any 
limitations?  

1. Does the solution support workloads deployed as 
containers? Which container platforms are 
supported? 

2. Describe how the solution supports, visualizes and 
secures containers?  

xi. Do you have any dependency on any network infrastructure?   

xii. Do you require any changes to the network, either physical 
or virtual, to support the solution?  

xiii. Does the solution work on any network infrastructure, 
without dependencies on hardware such as VMWare, 
servers, and switches, or requiring changes to the network? 

xiv. What is the ability of the solution to recognize and secure 
home grown and legacy applications?  How?  

xv. Can the solution be run on-prem with bare metal or virtual 
machines, in public cloud, or hosted? 
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xvi. Do you support SaaS deployment model? Is the solution 
strictly software-based (i.e., it does not require any 
hardware)?  

xvii. Does the solution support role-based access control (RBAC) 
that provide different types of administrative roles, allowing 
application teams to write segmentation rules for their 
applications that require approval before being provisioned?  
If so, please explain the granularity levels? 

xviii. Does the solution provide a mechanism to separate policy 
authoring from policy provisioning?  

xix. Does the solution support SAML for authenticating users 
with an Identity Provider?  

xx. Does the solution provide an audit trail of all configuration 
changes?  

xxi. Does the solution provide a record of all traffic flows between 
workloads, with export?  

xxii. Does the solution work without requiring custom vendor 
software in the kernel space of the workloads? 

xxiii. Does the solution have an API? Describe the API, 
documentation, and how it can be used? Can the solution 
integrate with DevOps tools for IT orchestration and 
provisioning such as Chef, Puppet, Ansible, etc.? 

xxiv. Does the solution integrate with SIEMs such that it can 
export traffic logs and audit events in vendor-specific native 
formats to SIEM tools and parse the logs for security 
events? 

xxv. Does the solution integrate with IT Ops tools such as 
ServiceNow, or other CMDBs? 

xxvi. Does the solution have its own or integrate with 3rd party 
vulnerability scanners (including, but not limited to, Nessus, 
Qualys, Rapid7)? 

xxvii. Address heterogeneous workloads spanning on-premises, 
hybrid, virtual and container environments. 

2. Visibility to all Segments:  

a. Provide an operations-level "big picture" view of locations with 
interactive drill-down for purposes of segmentation administration. 

b. Provide visibility to how different environments (production and 
non-production) are laid out and communication flow among them. 
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c. Provide an application centric view of the connectivity and 
relationships of applications and their workload components. (Note: 
this is an application dependency map, not a network map.) 

d. Show process-level visibility of workloads and their associated 
traffic across various size environments - 100s to 100,000+ 
workloads.  

e. Provide continual visibility to who (users and processes) and what 
(devices and resources) is on the network and what resources they 
are attempting to access.  

f. Maintain visibility and policy enforcement when devices go offline. 

g. Provide visibility to application dependency and application tiers. 

h. Provide visibility to how different applications communicate 
(potential and active connections). 

i. Provide live visibility with updates of communication, workload 
information and application traffic. How is it delivered. 

j. Provide information gathered directly from the workload (e.g., 
network interfaces, hostname, etc.).  

k. Provide port information for each network flow.  

l. Describe how the user(s) could use the visibility information to 
design and approve the microperimeter design.  

m. Describe how the user can use visibility so that the application 
owners can validate and agree with security and compliance on the 
workloads/applications that are in- scope for their micro 
segmentation.  

n. Use visibility to meet regulatory compliance.  

o. How can a user leverage the platform to determine and validate 
what is in scope for compliance measures (for example, in PCI and 
HIPAA/HITRUST compliance)?  

p. How does your solution support metrics, reporting to management 
and senior executives, and/or compliance audits? 

q. How does the solution support export of reports and records?  

r. How does the solution allow querying of records based on a single 
or a group of workloads?  

s. Describe how global visibility is enabled.    

t. Describe what resources are required to enable global visibility.  

3. Policy Creation and Enforcement  
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a. Use visibility information to provide a way to develop and monitor 
micro-segmentation policy that makes sense and is easy for non-
security teams to understand at a glance.  

b. Describe how micro-segmentation policies are created and 
maintained?  

c. How a security policy is defined in the solution?  

d. How is cloning/modifying/deletion of an existing security monitoring 
policy supported?  

e. Does the solution support import/export of policies?  

f. Does the solution support the assignment of a firewall policy to and 
the removal of a firewall policy from a specific workload group?  

g. Does it support removal of all firewall policies when the Agent is 
removed from a workload?  

h. Does the solution allow defining multi-dimensional policy for groups 
of workloads based on multiple metadata attributes? (e.g., 
application, environment, location, role, etc.)?  

i. Does the solution allow segmenting based on port?  

j. Does it also support dynamic ports? 

k. Does the solution provide process-aware policy enforcement for 
Windows workloads? (Windows processes use dynamic ports, 
requiring network-based firewalls to open a large range of ports to 
ensure legitimate application traffic is not potentially blocked. 
Process-aware policy enforcement closes this gap by allowing 
security policy to automatically adjust to required ports as they are 
dynamically opened and closed.)  

l. Can the solution integrate into the Software Development Life 
Cycle, embedding policy to ensure a workload remains secure 
across the different stages of its lifecycle?  

m. Does the solution provide a uniform policy model across private, 
public and hybrid clouds?  

n. Does the solution dynamically adapt to changes in the environment, 
including IP address changes, application scale-up/down, VM load 
balancing, workload migrations across data centers or public cloud, 
user mobility, and disaster recovery scenarios? Please describe.  

o. Does the solution auto-recommend security policies for all flows 
(including intra-app and inter-app flows) based on discovered 
application communications?  

p. Does the solution have mechanisms to build, visualize, and 
evaluate policy impact before enforcing rules to ensure applications 
do not break?  
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q. Does the solution provide the ability to tune security policy to 
identify and reduce the risk of vulnerabilities without breaking 
applications?  

r. Does the solution alert on potentially blocked traffic while in testing 
mode and alert on blocked traffic when in enforcement?  

s. Does the solution provide visual feedback that the environment is 
operating under the defined policy?  

t. Can the solution create boundaries that block specific traffic (risky 
ports, dev/prod) before having a full allow-list policy created?  

u. Describe how the solution provides enforcement of policy. Where is 
the point of enforcement in the solution?  Or if there are multiple 
points of enforcement, please explain why and how?  

v. Describe how the solution identifies policy violations.  

w. Does the solution support automatic firewall policy enforcement on 
a workload when the Agent first starts?  

x. Is enforcement points stateful or stateless?  

y. Does your solution provide enforcement using native OS 
capabilities, or it is out of band from the kernel?  

z. Does your solution modify the kernel in any way?  

aa. Does the solution instrument enforcement of policies within other 
networking devices, for example load balancers and data center 
switches?  

bb. Does the solution enforce both inbound and outbound 
segmentation policies at either end of a connection path, both the 
destination and the source?  

cc. Does your solution have a quarantining mechanism for workloads 
that violate policies?  

dd. Can your solution enforce encryption of data in motion?  

ee. Does it provide a solution for end to end encryption?  

ff. Can your solution enforce authentication of machine identity prior to 
establishing connection?  

gg. Does the solution support a large number of rules on the workloads 
being protected without significant performance implications?  

hh. Describe how global security policies are enabled.  

ii. Does your solution provide policy enforcement on network switches 
(provide supported hardware list) that can modify VLANs based on 
devices connected to it? 
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4. Types of Micro-segmentation Supported (depending on the value of the 
assets and security requirements).   

a. Environmental micro-segmentation  

b. Location micro-segmentation 

c. Application micro-segmentation  

d. Application Tier micro-segmentation  

e. User micro-segmentation 

f. Regulatory boundary micro-segmentation 

g. Vulnerability based micro-segmentation 

h. Process & service micro-segmentation 

i. Does the solution provide templates for any easy way of 
segmenting common commercial off-the-shelf applications (e.g., 
Microsoft Active Directory and Exchange)?  

5. Cyber-Hygiene 

a. How does your solution incorporate vulnerability data into 
visualizations to help with the focus and prioritization of security 
policy?  

b. How does the solution provide insights into vulnerabilities beyond a 
single workload?  

c. How does the solution measure the risk of a vulnerability?  

d. How does the solution provide numerical accounting of active 
vulnerabilities and counteracting measures to promote quantitative 
risk mitigation and reporting?  

e. How does the solution provide a compensating control to reduce 
risk for when patching is not an option?  

f. How does your solution recommend optimal policies to minimize 
risk by constraining or blocking vulnerable ports, based on visibility 
mechanisms?  

g. Describe the required overhead on a network to support your 
product.  

h. If the solution requires an agent, is communication between agent 
and management controller encrypted?  

i. What happens if communication between the agent and 
management controller is lost?  

j. Does the solution respond to connections initiated by non-agents?  

k. If the solution requires an agent, describe how it handles 
tampering.  
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l. Is your solution purpose-built for micro-segmentation?  

m. Is your solution aligned with a white-list zero-trust security model?  

n. Ability to isolate unknown systems as they emerge on the network.  

o. Does the solution have a central portal available to manage 
multiple datacenter deployments from one place?  

6. The proposed solution should be scalable, modular, and flexible in nature. 

a. The scalable architecture should enable SERS to add capacity as 
workloads are added without requiring to replace existing IT assets.  

b. The solution should allow SERS to be able to pick from the 
capabilities/offerings and build out or scale it back to fit its need.  
This will avoid waste on bundled packages as SERS may not want 
or need some of the capabilities in a bundled package. Details and 
limitations (such as gaps, options, etc.) of respondent’s Micro-
segmentation capabilities within the list of functions must be 
identified and priced in the submitted proposal.   

c. Provide scalability limits in terms of workloads to protect.  

d. Describe the high availability and resiliency characteristics of your 
solution.  

7. Proposals and demonstrations must additionally identify “how” the 
respondent conducts and delivers each proposed Micro-segmentation 
capability.  “How” the respondent handles resource hand-offs (such as 
with SERS staff, and with separately arranged resources.  

8. Test micro-segmentation strategy before deployment.  

a. Provide test scenarios, test environment, test approach, etc.  

9. Future-proofing   

a. Provide a software bill of materials (SBOM) for your micro-
segmentation solution.  

b. Describe alliances with other companies that are related to your 
micro-segmentation solution, such as using a third-party software 
as part of your micro-segmentation solution portfolio.  

c. Provide details on support agreements. If a third-party software 
update is required, when does the SLA between you and SERS 
begin?   

d. Does your firm have standard time frames, after which a given 
security product is no longer supported (life-cycles, product refresh 
cycles, end-of-service, etc.)?  If so, then please describe the 
details, including proprietary and third-party software time frames. 

10. Service and Support 
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a. Describe if and how you will provide 24/7 support and the 
timeframe of guaranteed initial response time.   

i. Specify whether you will provide on-site support   

ii. Describe other services for maintaining the solutions in a 
supported state.   

b. Support must be proactive (alerting SERS about relevant bugs that 
require attention, predictive and actual failures reported by the 
system, and configuration issues reported by the system).   

c. Support staff must be knowledgeable, and must have a defined 
procedure for escalating unresolved cases promptly.   

d. The vendor agrees to advise SERS of any product recalls or other 
technical failures and to correct such faults by replacement of any 
necessary components in question during the entire warranty 
period.   

e. The vendor will agree that parts replaced under warranty will be 
new. The vendor agrees to obtain approval from the designated 
SERS staff prior to using any manufacturer certified refurbished 
parts.  Manufacturer certified refurbished parts would not be 
approved if the failure rate for refurbished parts is greater than 
failure rates for new or original parts.   

f. The vendor must work in such manner that SERS’ regular 
operations is not affected in any way. If down time is inevitable to 
deliver the proposed Micro-segmentation Solution, at least 14 days 
prior written notice is required. 

11. Equipment & Software Demonstrations 

a. Vendors responding to the RFP must be prepared to have the 
proposed hardware and software tested by SERS’ evaluation team.  
The demonstrations will take place at a mutually agreed upon site.   

b. The vendor agrees to provide SERS with electronic copies of all 
standard user manuals related to the equipment provided. 

12. Final Testing 

a. The hardware and software supporting the proposed Micro-
segmentation Solutions will be tested before any commitment to 
purchase.   

b. The proposed equipment must be new (not previously used or 
delivered to any customer), and adhere to the manufacturer’s 
warranty. 

13. Value Add  

a. Describe any unique contributions your organization can deliver to 
SERS.  You may wish to discuss one or more of the following:   
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i. Your proposed value-add not captured elsewhere in the 
response.   

ii. Proposed additional functionality to meet SERS’ business 
requirements.   

iii. Other considerations that are not covered in the RFP. 

 

The target window for completing the project is October 2024 and a proof of 
concept in September 2024. Provide a detailed timetable which includes a start 
date, key project milestones, and resource needs from SERS personnel. 

The selected vendor may be asked to perform similar services on future software 
application security assessments. 

SERS will only consider proposals for the services as described above. 
Responses submitted for services other than those specified or allowed in 
Section III will not be considered. 

IV. PROPOSAL SUBMISSIONS 

A. Response Deadline 

The completed Response must be received by August 22, 2024, 3:00 
p.m. Eastern Daylight Time (EDT). Responses received after the 
Response deadline will not be considered.  

 

B. Delivery 

The contact for all Responses and communications is: 

Enterprise Risk Management Department 

School Employees Retirement System of Ohio 

300 East Broad Street, Suite 100 

Columbus, Ohio  43215 

security@ohsers.org 

 
The Responses should be sent in PDF file format by email to the contact email 
address identified in this Section IV.B.   
 

C. Response Documents 

All of the following documents must be submitted together and in 
the order listed. 

1. A Cover Letter submitting the vendor’s Response on the vendor’s 
letterhead signed by at least one individual who is authorized to 
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bind the vendor contractually. This cover letter may be an electronic 
image contained within the PDF file. 

2. The Questionnaire in Appendix A with the question and/or request 
duplicated in the Response before the answer or response.   

D. Submitted Responses 

Any Response submitted will become the property of SERS. SERS 
reserves the right to retain all Responses submitted, and use any 
information contained in a Response except as otherwise prohibited by 
law. All Responses and the contents thereof will be deemed to be 
a public record which is open to public inspection after a vendor 
has been selected and contract has been executed, if any. A 
vendor may include one additional copy of its Response with any 
proprietary trade secret information redacted and marked as such with 
a brief written basis as to why it believes the information is protected 
from disclosure. In the event that SERS receives a public records 
request to which, in SERS’ sole discretion, any of a vendor’s materials 
are responsive, SERS may release the vendor’s redacted materials, or 
in the event no redacted materials are submitted, the vendor’s 
unredacted materials without notice to the vendor. In the event any of 
the vendor’s redactions are challenged, the vendor shall have sole 
responsibility to defend such redactions at its cost and expense.  
SERS will not institute any legal action to defend any of vendor’s 
redactions, but will notify the vendor of such challenges. 

E. Communications with SERS 

Vendors which intend to submit a Response should not contact any 
member of SERS Staff or members of the Retirement Board. An 
exception to this rule applies to vendors who currently do business with 
SERS, but any contact made by such vendors with persons should be 
limited to that business, and should not relate to this RFP.  

F. Questions Relating to this RFP 

All questions concerning this RFP must be sent by email to the contact 
identified in Section IV.B, above, by Thursday, August 1, 2024, 3:00 
p.m. EDT.  Questions submitted after 3:00 p.m. or other than by email 
will not be considered.  Responses will be sent through email by 
Wednesday, August 7, 2024, 3:00 p.m. EDT. 

 

V. SELECTION PROCESS 

SERS staff will evaluate all timely and complete Responses. SERS reserves the 
right to request that any Response be clarified or supplemented. 

The process leading to the selection of the vendor will include the following 
components: 
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Proposals will be evaluated, based on criteria listed in Section VII below. During 
the evaluation process, SERS may, in its sole discretion, select any or all 
vendors to make oral presentations. Such presentations will provide vendors with 
an opportunity to answer questions regarding the vendor’s proposal. If SERS 
requests oral presentations, not all vendors may be asked to present, and any 
vendors not selected to make oral presentations will be notified that they are no 
longer under consideration. 

If SERS requests oral presentations, SERS will re-score proposals following the 
presentations and will make any final decision to award the contract. After final 
evaluation of the proposals, SERS will commence sequential negotiations on any 
aspects of the proposals SERS deems appropriate, beginning with the highest-
scoring finalist. If SERS does not reach agreement with the highest scoring 
finalist, or if in the opinion of SERS negotiations with that finalist reach an 
impasse, SERS may decide not to award the contract or may begin negotiations 
with the second-highest scoring finalist. SERS may choose to continue such 

Request for Proposal negotiations with subsequent finalists on the same basis 
until a contract is negotiated, no other finalists remain, or SERS decides not to 
award the contract pursuant to this RFP. 

 

VI. TENTATIVE TIME TABLE 

The following is the tentative time schedule for SERS’ search for vendors to 
provide the requested services. All dates are subject to modification by SERS 
without prior notice. 

 

RFP issued Wednesday, July 24, 2024 

Email question deadline 
(security@ohsers.org) 

Thursday, August 1, 2024, 3:00 p.m. EDT 

Answers to email questions issued Wednesday, August 5, 2024, 3:00 p.m. 
EDT 

RFP Response deadline Thursday, August 22, 2024, 3:00 p.m. EDT 

Vendor interviews (if applicable) Week of September 9, 2024 

Vendor selection and notification Tuesday, September 17, 2024, 3:00 p.m. 
EDT 

Contract execution By October 8, 2024 

Project commencement Estimate October 10, 2024 

 
The vendor selected must enter into a contract using SERS’ master 
agreement (see Appendix B). 
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VII. CRITERIA 

The following minimum criteria are preferred: 

• Have completed four (4) successful projects involving assessments of 
line-of-business solution applications at mid-size or larger 
organizations over the past three (3) years.  

• Detailed explanation of methodology and approach to handling this 
engagement along with timeline. 

 

Additionally, SERS will review Responses considering the following 
factors: 

• Have experience and familiarity with projects of similar size, scope, 
and business focus to this request. 

 

The criteria for selection will include, but are not limited to, the following: 

− Understanding of the project. 

− Defined plan or approach for providing services. 

− Availability of resources to commit to SERS. 

− Stability and experience in providing the requested services. 

− Stability and experience of the personnel assigned to SERS. 

− Depth of knowledge, experience, and resources to provide required 
services. 

− Positive feedback from all professional references. 

 

VIII. QUESTIONNAIRE 

Vendors must complete the Questionnaire appearing in Appendix A. Responses 
to the questions must repeat the question and be answered in order.  Each 
response should be complete and clear, and of reasonable length. 

IX. TERMS AND CONDITIONS 

SERS makes no representations or warranties, expressed or implied, as to the 
accuracy or completeness of the information in the RFP and nothing contained 
herein is or shall be relied upon as a promise or representation, whether as to the 
past or the future. The RFP does not purport to contain all of the information that 
may be required to evaluate the RFP and any recipient hereof should conduct its 
own independent analysis of SERS and the data contained or referenced herein. 
SERS does not anticipate updating or otherwise revising the RFP. However, this 
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RFP may be withdrawn, modified, or re-circulated at any time at the sole 
discretion of SERS.  
 
SERS reserves the right, at its sole discretion and without giving reasons or 
notice, at any time and in any respect, to alter these procedures, to change and 
alter any and all criteria, to terminate discussions, to accept or reject any 
Response, in whole or in part, to negotiate modifications or revisions to a 
Response and to negotiate with any one or more respondents to the RFP. 
 
SERS is not and will not be under any obligation to accept, review or consider 
any Response to the RFP, and is not and will not be under any obligation to 
accept the lowest offer submitted or any offer at all. SERS is not and will not be 
under any obligation to any recipient of, or any respondent to, the RFP except as 
expressly stated in any binding agreement ultimately entered into with one or 
more parties, either as part of this RFP process, or otherwise.  Any decision to 
enter into a binding agreement with a respondent to this RFP is in SERS’ sole 
discretion. 
 
This RFP is not an offer but a request to receive a Response. SERS will consider 
a Response as an offer to develop an agreement based upon the contents of the 
Response. Respondents agree that the contents of their Responses are valid for 
one year from the date of submission. SERS will not be liable for any cost 
incurred in the preparation of a Response and will not reimburse any 
respondents for their submission. Expenses related to the production of a 
Response are the sole responsibility of the respondent. 
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Appendix A  
QUESTIONNAIRE 
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Responses to the following questions must repeat the question and be 
answered in order.  Each response must be complete and clear and the 
response may not exceed ½ page in length.. 

 
A. Vendor 

1. Provide the vendor’s name and the principal office’s address, 
telephone number, and website. 

2. Provide the name, address, telephone number, and email 
address of the vendor’s primary contact for this proposal. 

3. Describe the vendor’s primary business focus. 

4. Specify how many years the vendor has been in business. 

5. Describe the vendor’s relevant qualifications and experience. 

6. Describe vendor’s experience validating security requirements 
for software applications. 

7. Describe vendor’s experience using black box security testing 
techniques for assessing software applications. 

8. Describe vendor’s experience using white box security testing 
techniques for assessing software applications. 

9. List and describe four (4) successful projects performed by the 
vendor over the past three (3) years that are similar in size, 
scope, and business focus to this request at mid-size or larger 
organizations.  For each project, include details of the projects 
including, but not limited to, size, scope, business focus, 
challenges, and successes. 

10. Provide a copy of findings, sanitized, that demonstrates quality 
and depth of reporting capabilities. 

11. Describe the level and types of liability insurance that the 
vendor carries. 

12. Provide at least three (3) references for projects of similar size, 
scope, and business focus that SERS can contact. 

 
B. Proposed Service 

1. Clarify whether this service will be provided by the vendor, or by 
another company for which the vendor is acting as a broker or 
sales agent.  If the latter, explain. 

2. Does vendor have sufficient, dedicated, qualified resources that 
can be committed to SERS for the project? 

3. Identify how many staff will be assigned to this work and their 
location. 
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4. Describe the qualifications of the assigned staff (certifications, 
experience, etc.). 

5. Can the vendor meet SERS’ schedule for project completion?  If 
not, please explain. 

6. Describe the vendor’s bonding process and coverage of 
employees. 

7. Affirm that no staff assigned to work on this project has been 
convicted of a felony. 

8. Affirm that key assigned staff are full-time employees of the 
vendor. 

9. Describe vendor’s plan or approach for performing the work and 
satisfying the scope of work outlined in Section III of this 
proposal.  Be specific and thorough.  Include any additional 
related or more in-depth services that would benefit SERS in 
this assessment. 

10. Describe vendor’s project management approach specific to this 
project. 

11. From the vendor’s experience, what are the most important 
elements for successful projects similar to this?   

12. From the vendor’s experience, what are the most significant 
challenges for successful projects similar to this? 

 

C. Standards of Conduct  

1. Does the vendor have a firm written code of conduct or set of 
standards for professional behavior?  If so, attach a copy and 
state how they are monitored and enforced. 

2. How does the vendor identify and manage conflicts of interest? 

3. Are there any potential conflicts of interest that the vendor would 
have in providing the requested services to SERS?  If yes, 
explain. 

4. List and describe any relationships and/or contacts that the 
vendor or its officers or employees have had with any SERS 
Retirement Board member and/or staff member within the last 
12 months.  Board member information is available at the 
www.ohsers.org website. 

5. Has the vendor or any officer or employee given any 
remuneration or anything of value directly or indirectly to SERS 
or any of its Retirement Board members, officers, or 
employees?  If yes, identify the recipient and remuneration or 
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thing of value.  Additional information on the Ohio ethics law in 
this area may be found at: 

http://www.ethics.ohio.gov/Retirement_System_Information_Sh
eet.html. 

6. Has the vendor or any officer, principal or employee given any 
remuneration or anything of value as a finder’s fee, cash 
solicitation fee, or fee for consulting, lobbying or otherwise, in 
connection with this RFP?  If yes, identify the recipient and 
remuneration or thing of value. 

7. Within the last five (5) years: 

a. Has the vendor, or any officer or employee of the vendor 
been a defending party in a legal proceeding before a court 
related to the provision of the services? 

b. Has the vendor, or any officer or employee been the subject 
of a governmental regulatory agency inquiry, investigation, 
or charge? 

If yes to any of the above, describe the event and the current 
status or resolution; include any case citation. 

 

D. Fees 

1. Provide a not-to-exceed, fixed-cost price quote for this project, 
stating the total cost for the project, including any and all travel 
and reimbursable expenses. 

 

  

http://www.ethics.ohio.gov/Retirement_System_Information_Sheet.html
http://www.ethics.ohio.gov/Retirement_System_Information_Sheet.html
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SERS’ MASTER AGREEMENT 
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MASTER AGREEMENT FOR IT CONSULTANT SERVICES 
 

 
This Master Agreement for IT Services (“Master Agreement”) is made this 

_______ day of __________, 202__, (the "Effective Date") by and between the 
SCHOOL EMPLOYEES RETIREMENT SYSTEM of Ohio, located at 300 E. 
Broad Street, Columbus, Ohio 43215 ("SERS") and 
____________________________________ located at 
_____________________________________________ (“Consultant"). 
 

In consideration of the mutual promises and covenants contained herein, 
the parties agree as follows: 
 
1. Services. In accordance with the provisions hereof and such Statement of 

Work ("SOW") as may hereafter be completed by SERS and Consultant, 
Consultant shall furnish to SERS the services ("Services") of experienced, 
qualified information technology personnel ("Personnel"), employed or 
contracted by Consultant to perform for SERS such consulting, analysis, 
design and/or programming services as requested by SERS in the SOW, 
as hereinafter defined. [Add tailored discussion of services as identified in 
the RFP. If future Services are possible and were part of the RFP make 
sure description of services addresses.] 

 
2. Non-exclusivity. This Master Agreement is entered into on a non-exclusive 

basis. SERS shall have no limitation on its right to obtain services of the 
same kind described in this Master Agreement from any other source at any 
time. 

 
3. Request for Services. SERS shall request Services by delivering to 

Consultant a Statement of Work (“SOW”) substantially in the form set forth 
in Exhibit A.  Upon receipt of the SOW, Consultant shall select Personnel 
qualified to perform the requested Services, complete the SOW, including 
the rate to be charged and return it to SERS for its final approval. SERS 
may reject the Personnel selected if, in its sole opinion, the qualifications of 
such Personnel are unsatisfactory. SERS reserves the right to modify the 
scope of requested services at any time. 

 
4. Acceptance and Payment. Upon receipt by SERS of a proper invoice from 

Consultant, SERS shall pay any amounts not in dispute for Services 
identified in the invoice and accepted by SERS. The Consultant shall 
invoice SERS not more often than monthly. Each invoice shall provide the 
details for all Personnel who performed Services under this Master 
Agreement or applicable SOW, and shall contain, at a minimum, (i) an 
itemized identification of the Services performed for SERS, (ii) the dates 
and amount of time (in tenths of an hour increments) for each of the 
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Services performed and (iii) the name(s) of the individual(s) performing the 
Services. Unless otherwise provided for in the SOW, the Consultant shall 
submit invoices to SERS monthly during the term of this Master Agreement. 
SERS shall pay a proper, undisputed invoice not later than twenty (20) 
business days from the date of receipt. Other than compensation for 
Services set forth in this Master Agreement or SOW, there shall be no 
additional amounts paid by SERS. 

 
5. Personnel.  
 

(a) Personnel provided to perform services shall have the proper skills, 
including interpersonal skills, training, knowledge and background to 
perform in a competent and professional manner. Personnel shall 
perform under the direction of, and in accordance with, the standards 
established by SERS or its designated Project Manager. While on 
SERS' premises, Personnel shall adhere to all SERS' rules, 
regulations and policies concerning work hours, conduct, and 
security requirements. At the time of any Personnel being assigned, 
Consultant shall advise SERS in writing of any vacation time such 
Personnel is entitled to during the period for which Services are to 
be performed and when such vacation will be scheduled. Such 
Personnel will advise SERS not less than fifteen (15) days, and 
preferably thirty (30) days, in advance of taking any vacation. 

 
(b) If at any time, SERS determines any Personnel to be unsatisfactory, 

SERS may, by telephone, mail or facsimile, request the immediate 
removal of such Personnel from further performance of Services. 
SERS shall not be charged for Services of such Personnel once such 
request has been made. SERS shall not be charged, or if charged, 
shall be reimbursed, for amounts paid for such Personnel for such 
periods of time after notification has been provided by SERS to 
Consultant where such Personnel was unable to perform Services in 
a manner equal to that of a well-qualified, experienced professional. 
Consultant, at SERS' option, shall provide, after notification has been 
provided by SERS to Consultant, Replacement Personnel 
("Replacement Personnel") as set forth in division (b) hereof. 

 
(c) Consultant shall use all reasonable means to ensure the continued 

availability of Personnel selected to provide Services. If, for any 
reason, Personnel providing services under this Agreement 
terminate or are to be replaced, Consultant shall, where possible, 
provide SERS with thirty (30) days prior notice of the impending 
replacement. Consultant shall provide SERS with Replacement 
Personnel with appropriate skill, knowledge and training. 
Replacement Personnel shall, where possible, be made available as 
of the date that the previous Personnel performing Services 
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terminates or is removed, but in no event later than ten (10) business 
days from the date that the prior Personnel terminates or is removed. 
In all cases where Replacement Personnel are furnished, including 
where removal of the prior Personnel had been requested by SERS, 
SERS shall not be obligated to make any payment for Services 
performed by Replacement Personnel for the number of hours 
necessary for SERS to train such Replacement Personnel to perform 
to SERS satisfaction, the Services previously performed by the 
Personnel replaced in a manner equal to that that would be 
performed by a well-qualified, experienced person at the same stage 
of work in the assignment as had been reached by the Personnel 
replaced. (In no event shall this number of hours exceed eighty (80). 

 
6. Information Security. 
  

(a) “Personal Information” means an individual’s first name or first initial 
and last name in combination with any one of more of the following 
data elements, when either the name or the data elements are not 
encrypted: 

• Social Security Number 

• Driver’s license number or identification card number 

• Individual financial account information 

• Medical information 

• Health insurance information 
 
(b) Consultant acknowledges and agrees that, in the course of its 

engagement by SERS, Consultant may receive or have access to 
Personal Information. Consultant represents and warrants that its 
access to and use of Personal Information does and will comply with 
all applicable federal and state privacy and data protection laws, as 
well as all other applicable regulations and directives. Consultant 
shall be responsible for, and remain liable to, SERS for the actions 
and omissions of its agents and employees concerning the treatment 
of Personal Information as if they were Consultant’s own actions and 
omissions. 

 
(c) Without limiting Consultant’s obligations under Section 6(b), 

Consultant shall implement administrative, physical and technical 
safeguards to protect Personal Information that are no less rigorous 
than accepted industry practices, and shall ensure that all such 
safeguards, including the manner in which Personal Information is 
accessed or used, comply with applicable data protection and 
privacy laws, as well as the terms and conditions of this Agreement. 

 
7. Security Breach Notification/Indemnification. Consultant agrees to 

comply with all applicable laws that require the notification of individuals in 
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the event of unauthorized release of personally identifiable information or 
other event requiring notification. In the event of a breach of any of 
Consultant’s security obligations, or other event requiring notification under 
applicable law, Consultant agrees to: 

 
(a) Notify SERS by telephone and e-mail of such an event within 24 

hours of discovery, 
 
(b) Assume responsibility for informing all such individuals in 

accordance with applicable law, and 
 
(c) Indemnify and hold SERS, its subsidiaries and/or affiliated entities, 

board members, officers, employees, and agents, harmless from and 
against any and all liabilities, losses, claims, damages, or other harm 
related to such Notification Event. 

 
8. Wages, Insurance and Indemnification.  
 

(a) Personnel provided by Consultant to perform services for SERS 
under this Master Agreement are not public employees for purposes 
of Chapter 145 of the Ohio Revised Code. 

 
(b) Personnel furnished are and shall continue to be employees or 

subcontractors of Consultant and shall not for any purposes be 
considered to be SERS' employees or agents. Consultant shall be 
responsible for all obligations it may have to Personnel for the 
payment of all wages, salaries and benefits to which they may be 
entitled and for the withholding and payment of all payroll and other 
taxes as required by law. Consultant shall maintain: (i) Workers 
Compensation and Unemployment Insurance as required by Ohio 
law; (ii) employer's liability insurance applicable to and covering all 
Personnel with limits of liability not less than $1,000,000; and (iii) 
comprehensive general liability insurance with limits of liability not 
less than $1,000,000 for bodily injury, property damage and 
personnel injury. Upon request, Consultant shall furnish to SERS 
certificates of such insurance and written notice from its insurance 
carrier that such insurance shall not be canceled without SERS 
receiving thirty (30) days prior written notice from the carrier. 

 
(c) Consultant shall indemnify and save SERS harmless from any and 

all suits, proceedings at law or in equity, claims, liabilities, costs, 
payments and expense including reasonable attorney fees asserted 
against or incurred by SERS, arising out of or in connection with any 
claim for damages to property or injuries to persons, to the extent 
that such damages or injuries shall have been caused by, or shall 
have resulted from the willful or negligent acts or omissions of 
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Consultant's employees, Personnel, or agents, in any way related to 
this Master Agreement or the performance of Consultant's 
obligations hereunder. 

 
(d) Consultant shall indemnify and save SERS harmless from any and 

all liability, damages, losses, claims, demands, assessments, 
actions, causes of action, costs including reasonable attorney fees, 
arising out of or resulting from a reclassification or attempt to 
reclassify Consultant’s employees or subcontractors as employees 
of SERS, including without limitation any tax liability including interest 
and penalty resulting from SERS’ failure to pay, deduct or withhold 
income taxes, Federal Insurance Contribution Act taxes, or Federal 
Unemployment Tax Act taxes with respect to Consultant and or its 
employees. 

 
(e) Consultant agrees to defend at Consultant's own cost and expense 

any claim or action against SERS, its subsidiaries and/or affiliated 
entities, board members, officers, employees, and agents, for actual 
or alleged infringement of any patent, copyright or other property 
right (including, but not limited to, misappropriation of trade secrets) 
regarding any computer program, documentation, service, work 
and/or other materials furnished to SERS by Consultant or Personnel 
providing Services. Consultant further agrees to indemnify and hold 
SERS, its subsidiaries and/or affiliated entities, board members, 
officers, employees, and agents, harmless from and against any and 
all liabilities, losses, and expenses (including, but not limited to 
attorneys fees and court costs) associated with any such claim or 
action. 

  
(f)   Consultant shall have the sole right to conduct the defense of any 

such claim or action and all negotiations for its settlement or 
compromise, unless otherwise mutually agreed to in writing between 
the parties hereto. SERS shall have the right to participate in the 
defense of any such claim or action, at its own expense and through 
counsel of SERS’ choosing. If an injunction is sought or obtained 
against use of any computer program, documentation or other 
material furnished to SERS, Consultant shall, at its expense, either 
(i) procure for SERS the right to continue to use without additional 
cost or charge to SERS the infringing computer program, 
documentation or other material as set forth in this Master 
Agreement, or (ii) replace or modify the infringing computer program, 
documentation or other material to make its use non-infringing while 
being capable of performing the same function(s) while preserving 
the original functionality. Notwithstanding the foregoing, Consultant 
has no obligation for any claim based on SERS’ modification of any 
such computer program, documentation or other material or its 
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combination, operation, or use with any product, data or apparatus 
not specified or provided by Consultant, provided that such claim 
solely and necessarily is based on such combination, operation or 
use. 

 
9. Non-Solicitation of Employees/Liquidated Damages.  
 

(a) Unless otherwise agreed in writing signed by both parties, neither 
party shall solicit the other party’s personnel during the term of this 
Master Agreement, or for a period of one year thereafter.  

 
(b) In the event of a breach of this provision, the breaching party shall 

be liable for liquidated and agreed damages since the amount of 
actual damages is not foreseeable, in an amount equal to the most 
recent annual salary paid by the non-breaching party to the subject 
employee. If the subject employee has been there less than one year 
then the most recent salary paid will be annualized to calculate the 
annual salary amount. Provided however, the posting of job 
openings on a party’s web site or through general media outlets shall 
not be deemed solicitation under this provision. 

 
10. Ownership.  
 

(a) All programs, documentation, specifications and any other technical 
information or work (collectively "Work") developed or prepared by 
Consultant or Personnel for SERS hereunder shall be considered a 
work-made-for-hire under the U.S. copyright laws, and the property 
of SERS. To the extent that title to any such Work may not, by 
operation of law, vest in SERS for such Work, or may not be 
considered a work-made-for-hire, then in consideration for any 
payment received under this Master Agreement, Consultant hereby 
irrevocably assigns to SERS all rights, title and interest therein. All 
such Work shall belong exclusively to SERS, with SERS having the 
right to obtain and hold in its own name copyrights, trademarks, 
patents, registrations, or such protection as may be appropriate to 
the subject matter and any extensions and renewals thereof. 
Consultant reserves no right or interest in the Work. Consultant 
agrees to give SERS, its successors and assigns, and any person 
designated by SERS, reasonable assistance, without charge to 
SERS, required to perfect or secure SERS' rights described in this 
paragraph. Consultant and/or Personnel shall execute, at the 
request of SERS, specific assignments to SERS of any patent, 
copyright or other intellectual property interests in the Work 
applicable to the United States and to any and all foreign countries, 
as well as execute all papers and perform all lawful acts which SERS 
deems necessary in connection therewith, including the giving of 
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testimony that the Consultant retains no right or interest in the Work. 
This Section shall survive the termination of this Master Agreement 
regardless of the cause of termination. 

 
(b) Consultant warrants that Personnel shall not cause or permit any 

work to include or incorporate any material in which any third party 
shall have registered or unregistered copyrights, patent rights, trade 
secrets, or other proprietary rights or interests unless SERS is given 
notice prior to use of such material, SERS gives approval, and the 
Consultant secures all necessary licenses which are hereby 
assigned to SERS for such material. 

 
11. Confidentiality. SERS may disclose certain confidential, trade secret, 

and/or proprietary information to Consultant, its employees, subcontractors, 
and agents in connection with this Agreement. Consultant shall execute a 
Confidentiality and Non-Disclosure Agreement in the form of the attached 
Exhibit B. Consultant shall have its employees, subcontractors and agents 
who may have access to such information sign The Independent Contractor 
Intellectual Property and Confidentiality Agreement in the form of the 
attached Exhibit C. The signed agreements shall be provided to SERS prior 
to the commencement of any work. 

 
12. Reports. Upon SERS' request, Personnel providing Services shall provide 

to SERS periodic written reports in a form and covering such matters 
relating to the performance of Services as SERS shall reasonably request. 

 
13. SERS Responsibilities. SERS shall furnish to Personnel adequate 

workstations, reasonable access to the SERS computer systems, and 
necessary hardware and software as needed for performance by Personnel 
of the Services. 

 
14. Duration of Master Agreement.  
 

(a) This Master Agreement shall be effective on the date stated in the 
introductory paragraph One of this Agreement and shall continue in 
effect for a period of three (3) years unless earlier terminated as 
provided herein. Notwithstanding the foregoing, in no event shall this 
Agreement have a term exceeding sixty (60) months from the 
Effective Date. 

 
(b) Upon fourteen (14) calendar days’ notice, either SERS or Consultant 

may terminate this Master Agreement or any SOW at any time by 
giving the other written notice of termination, whereupon this Master 
Agreement or SOW shall terminate on the effective date of such 
termination specified in such notice. In the case of failure of the 
Consultant to perform in which case termination, in SERS' discretion, 
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may be immediate.  
 
(c) In the case of notice given by Consultant, the date of termination 

shall not be earlier than the date on which all Personnel assigned to 
assignments pursuant to this Master Agreement shall have 
completed the performances of all such assignments to SERS' 
reasonable satisfaction. Upon termination, SERS shall be liable only 
for actual charges incurred through the date of termination.  

 
(d) Upon termination, Consultant shall take reasonable steps to dispose 

of, or return, all information and materials belonging to SERS, 
including any and all materials developed hereunder, in accordance 
with SERS' written instructions. 

 
15. Representations and Warranties. As of the Effective Date and at the time 

of execution of each SOW hereunder, the Consultant represents and 
warrants that it: 

 
(a) Has the authority to enter into this Master Agreement and perform the 

Services provided herein; 
 
(b) Will perform the Services in a workmanlike and professional manner 

consistent with all applicable statutes, regulations, or ordinances and 
within applicable industry best practices. 

 
(c) Will comply with all applicable federal and state laws, including but not 

limited to, the laws contained in Chapter 102 of the Ohio Revised Code 
(Ohio ethics laws) governing ethical behavior, understands that such 
provisions apply to persons doing or seeking to do business with 
SERS, and agrees to act in accordance with the requirements of such 
provisions;  

 
(d) Maintains a non-discrimination policy, and is an equal employment 

opportunity employer; and 
 
(e) Has not paid and will not pay, has not given and will not give, any 

remuneration or thing of value directly or indirectly to SERS or any of 
its board members, officers, employees, or agents, or any third party 
in connection with obtaining or performing any of the engagements 
of this Master Agreement or otherwise, including, but not limited to, 
a finder’s fee, cash solicitation fee, or a fee for consulting, lobbying 
or otherwise. 

 
16. Notices. Any notice required or permitted to be given hereunder shall be 

deemed properly given at the time it is (a) personally delivered, (b) sent via 
a national third party courier who provides signature receipts of delivery, (c) 
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received via electronic mail, (d) received via fax, or (e) sent via Certified 
Mail Return Receipt Requested, postage prepaid, to the other party, 
properly addressed and postpaid, to the address set forth in introductory 
paragraph of this Master Agreement, or to such other address as SERS and 
Consultant may specify in writing. If verbal notice is given, it shall be 
followed immediately by written confirmation of the notice. Notices should 
be sent to the following named individuals of the parties or to such other 
individual representatives of a party as so designated in writing by the 
respective party: 

 
If to SERS: CISO 

School Employees Retirement System of Ohio 
300 East Broad Street, # 100 
Columbus, OH 43215 
 

With a copy to for 
legal matters and 
notice(s) of 
termination 

General Counsel 
School Employees Retirement System of Ohio 
300 East Broad Street, # 100 
Columbus, OH 43215 
 

If to CONSULTANT:  
   

 
17. Public Record Requests. Consultant acknowledges that SERS is subject 

to Ohio Public Records Act, Ohio Revised Code Section 149.43, including 
the requirement to comply with requests for disclosure of public records.  
Consultant may designate certain of its records in the possession of SERS 
or information included in this Agreement as exempt from disclosure under 
the Public Records Act. Consultant must support each claimed exemption 
and provide SERS with a redacted copy of the Agreement or material at 
issue that is acceptable to SERS and in compliance with the Public Records 
Act within thirty days of the Agreement being signed or the provision of the 
material to SERS.  In the event of a public record request that seeks 
Consultant’s exempt information or data, SERS will refrain from disclosing 
the information or will make reasonable efforts to contact Consultant in 
sufficient time to allow Consultant to take appropriate legal steps to protect 
the exempt information from disclosure.  If Vendor does not initiate legal 
action to protect its information within ten (10) business days of SERS’ 
notice of its intent to disclose Vendor’s information, Consultant shall be 
deemed to have waived its rights to seek an injunction or protective order 
and SERS shall be entitled to make such disclosure without further notice 
or liability to Consultant.  If as a result of the position taken by Consultant 
regarding the exempt status of the information SERS is assessed any 
damages or fees, Consultant shall indemnify SERS for such damages or 
fees.   
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18. General. 
 

(a) SERS and Consultant agree that Consultant is an independent 
contractor with respect to its performance hereunder and nothing 
hereunder shall be construed to imply the existence of a joint 
venture, partnership, principal/agent or employer/employee 
relationship.  

 
(b) This Master Agreement shall be construed and enforced in 

accordance with the laws of the State of Ohio and any applicable 
federal laws.  

 
(c) This Master Agreement is not assignable without the prior written 

consent of SERS. Any attempt by Consultant to assign any of the 
rights, duties, or obligations of this Master Agreement without such 
consent is void.  

 
(d) This Master Agreement can only be modified by written agreement 

duly signed by persons authorized to sign agreements on behalf of 
SERS and of Consultant.  

 
(e) If any provision or provisions of this Master Agreement shall be held 

to be invalid, illegal, or unenforceable, the validity, legality and 
enforceability of the remaining provisions shall not in any way be 
affected or impaired thereby. 

 
(f) Consultant agrees that it will not, without prior written consent of 

SERS, use in advertising, publicity or otherwise the name of SERS, 
SERS’ logo, service marks, domain names, symbols or any affiliate 
of SERS, or refer to the existence of this Master Agreement in press 
releases, advertising or materials distributed to prospective 
customers.  

 
(g) The headings in this Master Agreement are for reference only and 

not to be used to interpret the intention of the parties to this Master 
Agreement.  

 
(h) Failure by either party at any time to enforce any of the provisions of 

this Master Agreement shall not constitute a wavier by such party of 
such provision or in any way affect the validity of this Agreement. 

 
(i) The following provisions shall survive the termination of this Master 

Agreement or any SOW: paragraphs 4, 8, 9, 10, 11, 15, 16, 17 and 
18. 

 



Request for Proposal for Micro-Segmentation 
School Employees Retirement System of Ohio  Page 34 of 40 

 

 

(j) SERS and Consultant acknowledge that they have read this Master 
Agreement, understand it, and agree to be bound by its terms and 
conditions. Further, both parties agree that this Master Agreement, 
inclusive of all SOWs and Exhibits currently or in the future expressly 
incorporated into and made part of this Master Agreement, is the 
complete and exclusive statement of the Master Agreement between 
the parties, which supersedes all proposals or prior agreements, oral 
or written, and all other communications between the parties relating 
to the subject matter of this Master Agreement. 

 
(k) This Master Agreement may be executed in counterparts each of 

which when executed and delivered shall be deemed to be an 
original and all of which together shall constitute one and the same 
instrument. An electronic or facsimile copy of the executed Master 
Agreement shall be deemed, and shall have the same legal force 
and effect as, an original document. 

 
IN WITNESS WHEREOF, the parties hereto intending to be legally bound thereby 
have hereunto set their duly authorized signatures as of the Effective Date. 
 

 

SCHOOL EMPLOYEES RETIREMENT 
SYSTEM of Ohio 
 

CONSULTANT: 

By:  By:  

Name:  Name:  

Title:  Title:  

    

 
Attachments: 
 
 
Exhibit A: Pro-Forma Statement of Work 
 
 
Exhibit B: Pro-Forma Confidentiality and Nondisclosure Agreement 
 
 
Exhibit C: Pro-Forma Independent Contractor Intellectual Property and 
Confidentiality Agreement 
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EXHIBIT A 
 

STATEMENT OF WORK 
 
This Statement of Work is issued pursuant to that Master Agreement effective 
the ______ of _______, 202___ by and between SCHOOL EMPLOYEES 
RETIREMENT SYSTEM of OHIO (“SERS”) and 
___________________________ (“Consultant”), and incorporates all of the 
terms therein and is made part thereof. 
 
 
I. Services to be Performed 

 
 

II. Period of Project 
 
A. Requested Starting Date: 

 
B. Estimated Duration for which Services will be needed: 

 
 

III. Personnel Selected (attach additional pages if more than one person) 
 
Name: 
Address: 
 
Telephone: 
 

IV. Compensation 
 
 

V. Acknowledgment 
 
Acknowledged and accepted this _________ day of _________, 202__. 
 

SCHOOL EMPLOYEES RETIREMENT 
SYSTEM OF OHIO 
 

CONSULTANT: 

By:  By:  

Name:  Name:  

Title:  Title:  
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EXHIBIT B 

 
 CONFIDENTIALITY AND NONDISCLOSURE AGREEMENT 
 
 
This Confidentiality and Nondisclosure Agreement (“Agreement”) is entered into 
as of the   day of   , 202__ (the "Effective Date"), by and 
between SCHOOL EMPLOYEES RETIREMENT SYSTEM OF OHIO (“SERS”), 
300 East Broad Street Suite 100, Columbus, Ohio  43215 and _______________ 
(“CONSULTANT”), with its principal place of business at _______________. In 
consideration for the exchange of the mutual covenants and promises set forth 
below, the parties agree as follows: 
 
1. The parties agree that it is necessary and desirable that SERS disclose to 

CONSULTANT and CONSULTANT disclose to SERS confidential, 
sensitive or proprietary information or trade secrets including but not limited 
to project information, computer programs (both object code and source 
code), functional specifications, designs, plans, drawings, analysis, 
research, processes, know-how, formulae, methods, ideas, business 
information, sales and marketing research, customer, member or 
participant information, materials, plans, accounting and financial 
information, personnel records, and other documentation or information 
whether or not expressly designated as confidential (collectively referred to 
herein as "Information"). Each party considers the Information it may 
disclose to the other to be valuable assets or proprietary trade secrets of 
the disclosing party. 
 

2. The parties agree that the Information shall be used solely for the purpose 
of reviewing and using the Information in connection with the potential 
and/or actual providing of services by CONSULTANT to SERS. No copies 
of the Information shall be made except with the specific written 
authorization of the party disclosing the Information, except that either party 
may make copies of the Information disclosed by the other, so long as said 
copies are used solely in connection with the potential and/or actual 
providing of services by CONSULTANT to SERS. 
 

3. The parties hereby acknowledge that the Information is valuable 
confidential, sensitive, proprietary or trade secret assets of the disclosing 
party and each party agrees that it shall: (a) not communicate Information 
to any third party, unless required by law; (b) by using means no less than 
it uses to protect its own most valuable trade secrets, prevent inadvertent 
or wrongful disclosure of Information to any third party; and (c) limit internal 
access to employees only on a "need to know" basis for the purposes set 
forth in Paragraph 2 hereof. 
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4. Except for the purposes of Paragraph 2 above, or for any purpose the 

parties may hereafter agree upon in writing, neither party shall use the 
Information for productive use or circulate it within its own organization, but 
to the extent necessary for negotiations, discussions, and consultations with 
employees of the disclosing party or authorized representatives of the 
disclosing party. Each party shall maintain a printed or typed list of the 
employees (including full name, title, work address, and work phone 
number) permitted access to the Information and shall, upon request, 
provide the other party with a copy of the list. 
 

5. The obligations of confidentiality shall terminate with respect to any 
particular portion of the Information if: 
 
5.1. it was in the public domain at the time of communication thereof to 

the recipient party; 
 
5.2. it entered the public domain through no fault of the recipient party 

subsequent to the time of communication thereof; 
 
5.3. it was in the recipient party's possession free of any obligation of 

confidence at the time of communication thereof; 
 
5.4. it was rightfully communicated to the recipient party free of any 

obligation of confidence subsequent to the time of communication 
thereof; or 

 
5.5. it was developed by employees or agents of either party completely 

independently of and without reference to any of the information 
subject to this Agreement. 

 
6. All Information, and any and all copies thereof, shall, upon written request 

from and at the sole discretion of the disclosing party, either (a) be returned 
to the disclosing party, or (b) the receiving party shall provide a written 
certification to the disclosing party that any and all copies of the Information 
provided by the disclosing party have been destroyed. 

 
7. So long as SERS does not breach this Agreement, nothing in this 

Agreement shall restrict SERS (a) from dealing with any other third party 
regarding SERS' evaluation, design, development, or use of any material or 
information, including, without limitation, computer programs and 
documentation, regardless of any similarity to the Information, or (b) from 
SERS' own design, development, or use of any material or information, 
including, without limitation, computer programs and documentation, 
regardless of any similarity to the Information. This paragraph shall survive 
any return of the Information provided by one party to the other. 
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8. Each party represents to the other that providing the Information to the 

recipient pursuant to this Agreement shall not be in violation of the 
proprietary rights of any third party and shall not violate any agreement with 
any third party concerning such Information. 
 

9. Each party recognizes that the wrongful disclosure of the Information by its 
employees or agents, shall give rise to irreparable injury to the disclosing 
party, inadequately compensable in damages, and that each party hereto 
shall have, in addition to any other remedies available to it, the right to 
injunctive relief enjoining such wrongful disclosure by the recipient party, 
the party hereby acknowledging that other remedies are inadequate. 
 

10. This Agreement shall govern all communications between the parties during 
the period from the Effective Date of this Agreement to the later of (a) the 
date on which either party received written notice from the other party that 
subsequent communications shall not be so governed, or (b) the termination 
of all agreements between the parties. However, the terms and conditions 
of this Agreement shall survive the termination, with or without cause, of this 
Agreement or any other agreement between the parties. As appropriate in 
the context of this Agreement, SERS and CONSULTANT are referred to 
herein as a disclosing or recipient party. This Agreement shall be construed 
in accordance with the law of the State of Ohio and any applicable federal 
laws. 

 
IN WITNESS WHEREOF, each party, intending to be legally bound thereby, has 
hereunto set its duly authorized signature as of the Effective Date. 
 
 

SCHOOL EMPLOYEES RETIREMENT 
SYSTEM of Ohio 
 

CONSULTANT: 

By:  By:  

Name:  Name:  

Title:  Title:  
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EXHIBIT C 
 

INDEPENDENT CONTRACTOR INTELLECTUAL PROPERTY AND 
CONFIDENTIALITY AGREEMENT 

 
The undersigned, in consideration of an agreement to provide to School 
Employees Retirement System (“SERS”) services as an independent 
contractor, hereby agrees: 
 
I will be devoted to the advancement of SERS's interest by performing such duties 
as may have been or may be assigned to me. 

1. "Intellectual Property" means inventions, discoveries, improvements, ideas, 
works of authorship, including computer software and related 
documentation, trade secrets, and other learned or acquired information, 
whether or not the subject of a patent, copyright, or trademark registration. 
I will disclose promptly and in writing to SERS, and I hereby assign and 
agree to assign to SERS all of my right, title, and interest in and to, all 
Intellectual Property which I make, conceive, or create (in whole, in part, 
alone or with others): (a) in the course of performing my duties as an 
independent contractor for SERS (whether in or outside regular working 
hours); or (b) during my term of service, which relates to SERS’s business 
or interests; or (c) with the use of SERS's time, materials, or confidential 
information. 

2. I agree that during or after my term of service with SERS, I will on request 
of SERS execute specific assignments to SERS or its nominee of any such 
Intellectual Property, applicable to the United States and to any and all 
foreign countries, as well as execute all papers and perform all other lawful 
acts which SERS deems necessary in connection therewith, including the 
giving of testimony. I understand that all expenses in connection with formal 
protection of such Intellectual Property shall be borne by SERS or its 
nominee. SERS at its sole discretion will decide whether to seek formal 
patent, copyright, or trademark protection for such Intellectual Property. 

3. I agree that during my term of service and thereafter I will hold in confidence 
all matters and things related to the business of SERS or its affiliated 
entities, of a confidential or secret nature including, but not limited to, cost 
data, vendor lists, private business matters, formulas, designs, methods 
and processes, systems, present and prospective business ventures, and 
newly discovered uses for known technology, as to which I may acquire 
information or possession by reason of my affiliation with SERS during my 
term of service; and that I will not, without the written consent of SERS, 
except as may be required in the fulfillment of my duties as an independent 
contractor in service to SERS, use any such matter or thing or disclose to 
others any matter or thing relating to the business of SERS or its affiliated 
entities. 
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4. I agree that SERS has all right to possession of, and all title in and to, all 
computer disks, audio and video recordings, pictures, film, papers and 
documents (including drawings), and copies, abstracts and summaries 
thereof, which I may originate or which may come into my possession in 
any way during my term of service and which relate to the business of SERS 
or its affiliated companies, and I further agree to deliver such things 
promptly to SERS on expiration or termination of my contract with SERS. 

5. I further represent that I have not entered into any prior agreements which 
will prevent my full compliance with the terms of this Agreement, unless 
such agreements are listed below and copies of such agreements are 
attached hereto: 

 ______________________________________________ (none, if nothing 
listed) 

6. The failure of SERS to insist in any instance on the strict performance of 
any provision of this Agreement or to exercise any right hereunder shall not 
constitute a waiver of such provision or such right in any other instance. 

7. I agree that the amount paid to me according to my independent contractor 
agreement constitutes full and complete compensation and consideration 
to me for all my obligations and services and for all general and specific 
assignments under this Agreement. 

It is understood that my undertaking in foregoing paragraphs 2, 3, 4, 5, and 6 shall 
be binding upon me both during and subsequent to my term of service with SERS 
and upon my heirs, successors, personal representatives and assigns, and that 
this entire Agreement shall inure to the benefit of SERS and its successors and 
assigns. 
 
 
 
 
Signature of Independent Contractor      Signature of Witness 
 
 
 
 
Printed Name of Independent Contractor     Printed Name of Witness 
 
 
 
 
Date          Date 
 
 


