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I. INTRODUCTION   
The School Employees Retirement System of Ohio (SERS) is requesting proposals from 
vendors to perform a review of our IT Infrastructure.  

II. BACKGROUND   
SERS is a statewide defined benefit retirement system for non-certificated persons 
employed by the public schools within the state’s cities, villages and counties, as well as 
local districts, vocational and technical schools, community colleges, and The University 
of Akron. SERS provides service retirement, disability and survivor benefits, and access 
to health care coverage for benefit recipients and their dependents. General 
administration and management of the plan is vested in the Retirement Board 
established under Chapter 3309 of the Ohio Revised Code. SERS is a mid-sized 
organization employing approximately 180 people working at the main facility in 
Columbus, Ohio, including 34 IT professionals. SERS cybersecurity security framework 
is NIST. SERS refreshed all network gear over the past two years.  
 
SERS information technology infrastructure is comprised of commercially available 
hardware. In addition to commercial software, SERS hosts in-house developed business 
applications that are mission critical. There are several virtual servers residing on 
virtualized hosts that provide technical and businesses services and are located at 
SERS’s office. SERS operates in a hybrid mode wherein users work part time in-house 
and part time remotely on laptop computers. Laptop computers are SERS assets and 
100% managed by SERS.  
 
The SERS Network consists of several internal virtual LANs (VLANs) and associated IP 
subnets. These VLANs have been defined to segment the environment for both security 
and performance and scalability purposes. SERS operates from one location and has 
the following existing network/connectivity: 

• Firewalls  
• Network switches (Internet Edge/DMZ/LAN) 
• Wireless controllers 
• Wireless APs 
• Rack mounted APC power units 
• Printers/scanners/copiers 
• Microsoft 365 
• VPN/MFA 

 
Links are available for the most recent SERS Annual Comprehensive Financial Report. 

III. SCOPE OF SERVICES 
SERS is seeking a qualified vendor to perform a review of our IT infrastructure; the 
objective of the review is to assess the architecture of the environment and supporting 
networking equipment, including firewalls, routers, switches, wireless, etc. 
 
 
 
 

http://codes.ohio.gov/orc/3309
http://www.ohsers.org/financial-reports
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The selected vendor will conduct a comprehensive review of equipment, systems, and 
programs to compare the existing technology infrastructure with current industry 
standards in the following areas, including but not limited to: 
 

• Network architecture and management 
• Hardware 
• Security controls 
• Performance and capacity 
• Monitoring and management 
• Anti-Affinity rules 
• Encryption keys (use, storage, and access) 
• Configuration management for switches 
• Capacity plans (circuits, virtualized infrastructure, switches/access points) 
• Error handling 

 • Documentation of policies and procedures 
SERS will consider only proposals for the services as described above. Responses 
submitted for other goods and/or services will not be considered. 

IV. PROPOSAL SUBMISSIONS 
A. Intent to Respond 

If the vendor intends to respond to this RFP, a Notice of Intent to do so 
should be sent to SERS by February 4, 2025.  The Notice should be sent 
by email or fax to the SERS contact listed in Paragraph C. below, and 
contain the vendor’s name, its intent to respond, the name of a contact 
person and the contact person’s telephone number, email and fax number.  
Submitting this Notice will not obligate a vendor to submit a Response nor 
be a prerequisite for submitting a Response but will allow SERS to send 
out any necessary information to interested vendors. 

B. Response Deadline 
The completed Response must be received by February 26, 2025 at 4:00 
p.m., Eastern Time.  Responses received after the Response deadline will 
not be considered.  

C. Delivery 
Contact person for all responses, and communications:  

Jeff Davis 
Chief Audit Officer 

Internal Audit Department 
School Employees Retirement System 

300 East Broad Street, Suite 100 
Columbus, OH  43215 

jdavis@ohsers.org 
Telephone: 614-222-5980 

FAX:  614-340-1300 
 

An unbound original and three copies of the Response are to be sent by 
mail or delivery service.  Faxed transmissions are not acceptable and will 
not be considered. 
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D. Response Documents 

All of the following documents must be submitted together and in the 
order listed. 
1. A Cover Letter submitting the vendor’s Response on the vendor’s 
letterhead signed by at least one individual who is authorized to bind the 
vendor contractually.  
2. The Questionnaire in Appendix A with the question and/or request 
duplicated in the Response before the answer or response.   
3. Review of SERS’ general terms and conditions (Appendix B)  

E. Submitted Responses 
Any Response submitted will become the property of SERS.  SERS 
reserves the right to retain all Responses submitted, and use any 
information contained in a Response except as otherwise prohibited by law.  
All Responses and the contents thereof will be deemed to be a public 
record which is open to public inspection after a vendor has been 
selected and contract has been executed, if any.  A vendor may include 
one additional copy of its Response with any proprietary trade secret 
information redacted and marked as such with a brief written basis as to 
why it believes the information is protected from disclosure.  If SERS 
receives a public records request to which, in SERS’ sole discretion, any 
of a vendor’s materials are responsive, SERS may release the vendor’s 
redacted materials, or in the event no redacted materials are submitted, the 
vendor’s unredacted materials without notice to the vendor.  In the event 
any of the vendor’s redactions are challenged, the vendor shall have sole 
responsibility to defend such redactions at its cost and expense.  SERS will 
not institute any legal action to defend any of vendor’s redactions but will 
notify the vendor of such challenges. 

F. Communications with SERS 
Vendors which intend to submit a Response should not contact any 
member of SERS Staff or members of the Retirement Board. An exception 
to this rule applies to vendors who currently do business with SERS, but 
any contact made by such vendor(s) with persons should be limited to that 
business and should not relate to this RFP.  

G. Questions Relating to this RFP 
All questions concerning this RFP must be received in writing by fax or 
email by the Contact person by February 10, 2025, 4:00 p.m., Eastern 
Time. Answers to only faxed or emailed questions received by this deadline 
will be available to all vendors by a posting at www.ohsers.org. Questions 
submitted after 4 p.m. on February 10, 2025 or other than by fax or email 
will not be considered. 
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V. SELECTION PROCESS 
SERS staff will evaluate all timely and complete Responses. SERS reserves the right to 
request that any Response be clarified or supplemented. 
A final summary presentation slide deck should be prepared for the Audit Committee 
meeting on June 18, 2025. This may involve a virtual or an in-person presentation to be 
provided by the selected vendor.   
The following is the tentative time schedule for SERS’ search for vendors to provide the 
requested services. All dates are subject to modification by SERS without prior notice. 

VI. TENTATIVE TIMETABLE 

The following is the tentative time schedule for SERS’ search for vendors to provide the -
requested services. All dates are subject to modification by SERS without prior notice. 

Issuance of RFP: January 27, 2025 
 
Question Deadline: February 10, 2025 4:00 pm  
 
Response to Written Questions: February 14, 2025 
 
RFP Response Deadline: February 26, 2025 4:00 pm 
 
Projected Commencement Date: March 31, 2025 
 
Report Draft: May 20, 2025 
 
Audit Committee Presentation: June 18, 2025 
 

The vendor(s) selected must enter into a contract.   

VII. QUESTIONNAIRE 
Vendors must complete the Questionnaire appearing in Appendix A. Responses to the 
questions should repeat the question and be answered in order. Limit each response to 
no more than one-half page.  

VIII. TERMS AND CONDITIONS 
SERS makes no representations or warranties, expressed or implied, as to the accuracy 
or completeness of the information in the RFP and nothing contained herein is or shall be 
relied upon as a promise or representation, whether as to the past or the future. The RFP 
does not purport to contain all the information that may be required to evaluate the RFP 
and any recipient hereof should conduct its own independent analysis of SERS and the 
data contained or referenced herein. SERS does not anticipate updating or otherwise 
revising the RFP. However, this RFP may be withdrawn, modified, or re-circulated at any 
time at the sole discretion of SERS.  
SERS reserves the right, at its sole discretion and without giving reasons or notice, at any 
time and in any respect, to alter these procedures, to change and alter any and all criteria, 
to terminate discussions, to accept or reject any Response, in whole or in part, to negotiate 
modifications or revisions to a Response and to negotiate with any one or more 
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respondents to the RFP. 
SERS is not and will not be under any obligation to accept, review or consider any 
Response to the RFP, and is not and will not be under any obligation to accept the lowest 
offer submitted or any offer at all. SERS is not and will not be under any obligation to any 
recipient of, or any respondent to, the RFP except as expressly stated in any binding 
agreement ultimately entered into with one or more parties, either as part of this RFP 
process, or otherwise.  Any decision to enter into a binding agreement with a respondent 
to this RFP is in SERS’ sole discretion. 
This RFP is not an offer but a request to receive a Response. SERS will consider a 
Response as an offer to develop an agreement based upon the contents of the Response. 
Respondents agree that the contents of their Responses are valid for one year from the 
date of submission. SERS will not be liable for any cost incurred in the preparation of a 
Response and will not reimburse any respondents for their submission. Expenses related 
to the production of a Response are the sole responsibility of the respondent. 
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Responses to the following questions should repeat the question and be answered in 
order. Limit each response to no more than one-half page. 
 

A. Vendor 
 
1. Provide the vendor’s name and the principal office’s address, telephone 

number, and website. 
2. Provide the name, address, telephone number, and email address of the 

vendor’s primary contact for this proposal. 
3. Describe the vendor’s primary business focus. 
4. Specify how many years the vendor has been in business. 
5. Describe whether the vendor has undergone within the last 18 months or 

intends to undergo any material change in its structure or ownership? 
6. Describe the vendor’s relevant qualifications and experience. 
7. Describe the level of liability insurance that the vendor carries. 
8. Provide at least three (3) references for projects of similar size, scope and 

business focus that SERS can contact. Include the name and telephone 
number of the reference who may be contacted and provide a summary 
description of services performed. 

9. Provide a sample contract with your proposal for consideration if you are 
selected for this engagement, along with a copy of your certificate of 
insurance. The contract should reflect the specific scope and deliverables 
of this engagement. 

 
B. Personnel 

 
1. Describe the qualifications of the proposed staff by including detailed 

resumes. For each individual please provide: 
a. Employee name, title and primary work location 
b. Proposed position on this engagement (manager, supervisor, officer, 
etc.) 
c. The month and year the employee began working for your organization 
d. Employee work history 
e. Any relevant certifications and/or training 

2. Describe the vendor’s bonding process and coverage of employees. 

2. Affirm that no staff assigned to work on this project has been convicted of a 
felony. 

3. Affirm that key assigned staff are full-time employees of the vendor.  
5. SERS will require the selected vendor to perform all services requested by 

the RFP, and to obtain SERS’ written consent to subcontract any services. If 
you intend to use subcontractors for any part of the project, for each of the 
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vendor’s potential subcontractors provide a narrative with the following 
information: 

a. The proposed subcontractor’s (firm) name and address. 
b. A brief description of the goods or services the subcontractor might 

provide. 
c. A statement that vendor acknowledges and agrees that it will remain 

liable for the provision of any services performed by such 
subcontractor. 

6. Describe your firm’s procedures in the event that an employee or 
subcontractor assigned to this engagement leaves either the firm or the 
project during the term of the engagement.  

 
C. Proposed Service 

 
1. Describe your understanding of the services requested in this RFP and your 

project management approach specific to this project. Explain why your 
organization believes it is qualified to undertake the proposed engagement, 
what is unique in your approach and what value that can provide to SERS. 

 
2. How many evaluations similar to this proposal has your organization 

completed in the past three years? Describe your successes on similar 
projects. 

 
3. Can the vendor’s staff perform all work remotely if needed or on-site at 

SERS? 
 
4. Can the vendor meet SERS’ schedule for project commencement and 

completion? If not, please explain. 
 
5. Provide a detailed description of how your organization will assess the areas 

in scope (Section III. Scope of Services). Your description should be specific 
and thorough and include: 

a. The approach you propose using for this engagement. 
b. Subject areas that will be included and a brief description of processes 
within subject areas. 
c. A brief description of your methodology. 
d. From your experience, describe the most important elements for 
successful projects similar to this. 
e. From your experience, describe the most significant challenges for 
successful projects similar to this. 

6. The proposal should set forth a project plan for delivering the services and 
deliverables described in this RFP, allowing ample time to review all existing 
documentation pertaining to the services being procured. Include in the 
proposal: 

a. A description of how the vendor will consult with and/or make 
presentations to SERS staff during the engagement.  
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b. A description of the service management and quality control 
procedures to be utilized. Describe any special assistance that will be 
requested from SERS. 
c. A tentative schedule for performing the services including estimated 
hours by major task and estimated time SERS personnel will be needed 
for interviews or process reviews.  

 D.  Standards of Conduct  
 

1. Does the vendor have a firm written code of conduct or set of standards 
for professional behavior? If so, attach a copy and state how they are 
monitored and enforced. 
 

2. Does the vendor have a written anti-discrimination policy? If so, attach a 
copy and state how the policy is monitored and enforced. 

 
3. How does the vendor identify and manage conflicts of interest? 

 
4. Are there any potential conflicts of interest that the vendor would have in 

providing the requested services to SERS?  If yes, explain. 
 

5. List and describe any relationships and/or contacts the vendor or its 
officers or employees have had with any SERS Retirement Board 
member and/or staff member within the last 12 months. 
 

6. Has the vendor or any officer or employee given any remuneration or 
anything of value directly or indirectly to SERS or any of its Retirement 
Board members, officers, or employees? If yes, identify the recipient and 
remuneration or thing of value. Additional information on the Ohio ethics 
law in this area may be found at: 
http://ethics.ohio.gov/education/factsheets/doing_business_with_retireme
nt_systems_in_ohio.pdf. 
 

7. Has the vendor or any officer, principal or employee given any 
remuneration or anything of value such as a finder’s fee, cash solicitation 
fee, or fee for consulting, lobbying or otherwise, in connection with this 
RFP? If yes, identify the recipient and remuneration or thing of value. 

 
8. Within the last five (5) years: 

a. Has the vendor or any officer or employee of the vendor been a 
defending party in a legal proceeding before a court related to the 
provision of [goods and/or services]? 

 
b. Has the vendor or any officer or employee been the subject of a 

governmental regulatory agency inquiry, investigation, or charge? 
 
c. Has the vendor submitted a claim to the vendor’s liability 

insurance carrier involving the type of [goods and/or services] 
sought under this RFP? 

 
If yes to any of the above, describe the event and the current status or 

http://ethics.ohio.gov/education/factsheets/doing_business_with_retirement_systems_in_ohio.pdf
http://ethics.ohio.gov/education/factsheets/doing_business_with_retirement_systems_in_ohio.pdf
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resolution; include any case citation. 
 
E.  FEES 
Please provide a not-to-exceed, fixed-cost price quote for this project, stating the 
total cost for the project, including any and all travel and reimbursable 
expenses.    
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TERMS AND CONDITIONS 
 

1. Acceptance and Payment.  
 
Upon receipt by SERS of a proper invoice from Vendor, SERS shall pay any 
amounts not in dispute for Services identified in the invoice and accepted by 
SERS. The Vendor shall invoice SERS not more often than monthly. After 
completion of services described in the SOW, SERS shall pay a proper, 
undisputed invoice not later than twenty (20) business days from the date of 
receipt. Other than compensation for Services set forth in this Master Agreement 
or SOW, there shall be no additional amounts paid by SERS. 
 
If billed at an hourly rate, each invoice shall provide details for all Personnel who 
performed Services under this Master Agreement or applicable SOW, and shall 
contain, at a minimum, (i) an itemized identification of the Services performed for 
SERS, (ii) the dates and amount of time (in tenths of an hour increments) for each 
of the Services performed and (iii) the name(s) of the individual(s) performing the 
Services. Unless otherwise provided for in the SOW, the Vendor shall submit 
invoices to SERS monthly during the term of this Master Agreement.  

 
 

2. Independent Contractor 
 
Vendor is an independent contractor, and nothing herein shall be construed to the 
contrary.  Vendor shall not assume or create any obligations or responsibilities 
express or implied, on behalf of or in the name of SERS, or bind SERS in any 
manner or thing whatsoever without SERS’s written consent.  SERS shall neither 
have nor exercise disciplinary control or authority over Vendor.  None of the 
employer-paid benefits provided by SERS to its own employees, including but not 
limited to retirement benefits, workers’ compensation insurance and 
unemployment insurance, are available from SERS to Vendor. Individuals who are 
employed by Vendor are not public employees for purposes of OPERS 
membership. Vendor is not a public employer for purposes of Chapter 145 of the 
Ohio Revised Code. Vendor agrees to pay all applicable social security taxes, 
unemployment compensation taxes, income taxes and contributions required by 
any federal, state or local law with respect to Vendor for the services under this 
Agreement. 

 
3. Indemnification  

 
a. Vendor shall indemnify and save SERS harmless from any and all suits, 

proceedings at law or in equity, claims, liabilities, costs, payments and 
expense including reasonable attorney fees asserted against or incurred 
by SERS, arising out of or in connection with any claim for damages to 
property or injuries to persons, to the extent that such damages or injuries 
shall have been caused by, or shall have resulted from the willful or 
negligent acts or omissions of Vendor's employees, Personnel, or agents, 
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in any way related to this Master Agreement or the performance of Vendor's 
obligations hereunder. 

 
b. Vendor shall indemnify and save SERS harmless from any and all liability, 

damages, losses, claims, demands, assessments, actions, causes of 
action, costs including reasonable attorney fees, arising out of or resulting 
from a reclassification or attempt to reclassify Vendor’s employees or 
subcontractors as employees of SERS, including without limitation any tax 
liability including interest and penalty resulting from SERS’ failure to pay, 
deduct or withhold income taxes, Federal Insurance Contribution Act taxes, 
or Federal Unemployment Tax Act taxes with respect to Vendor and or its 
employees. 

 
c. Vendor agrees to defend at Vendor's own cost and expense any claim or 

action against SERS, its subsidiaries and/or affiliated entities, board 
members, officers, employees, and agents, for actual or alleged 
infringement of any patent, copyright or other property right (including, but 
not limited to, misappropriation of trade secrets) regarding any computer 
program, documentation, service, work and/or other materials furnished to 
SERS by Vendor or Personnel providing Services. Vendor further agrees 
to indemnify and hold SERS, its subsidiaries and/or affiliated entities, board 
members, officers, employees, and agents, harmless from and against any 
and all liabilities, losses, and expenses (including, but not limited to 
attorney’s fees and court costs) associated with any such claim or action. 

 
d. Vendor shall have the sole right to conduct the defense of any such claim 

or action and all negotiations for its settlement or compromise, unless 
otherwise mutually agreed to in writing between the parties hereto. SERS 
shall have the right to participate in the defense of any such claim or action, 
at its own expense and through counsel of SERS’ choosing. If an injunction 
is sought or obtained against use of any computer program, documentation 
or other material furnished to SERS, Vendor shall, at its expense, either (i) 
procure for SERS the right to continue to use without additional cost or 
charge to SERS the infringing computer program, documentation or other 
material as set forth in this Master Agreement, or (ii) replace or modify the 
infringing computer program, documentation or other material to make its 
use non-infringing while being capable of performing the same function(s) 
while preserving the original functionality. Notwithstanding the foregoing, 
Vendor has no obligation for any claim based on SERS’ modification of any 
such computer program, documentation or other material or its 
combination, operation, or use with any product, data or apparatus not 
specified or provided by Vendor, provided that such claim solely and 
necessarily is based on such combination, operation or use. 

 
4. Non-Solicitation of Employees/Liquidated Damages.  

 
a. Unless otherwise agreed in writing signed by both parties, neither party 

shall solicit the other party’s personnel during the term of this Master 
Agreement, or for a period of one year thereafter.  
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b. In the event of a breach of this provision, the breaching party shall be liable 
for liquidated and agreed damages since the amount of actual damages is 
not foreseeable, in an amount equal to the most recent annual salary paid 
by the non-breaching party to the subject employee. If the subject 
employee has been there less than one year, then the most recent salary 
paid will be annualized to calculate the annual salary amount. Provided 
however, the posting of job openings on a party’s web site or through 
general media outlets shall not be deemed solicitation under this provision. 

 
5. Ownership.  

  
a. All programs, documentation, specifications and any other technical 

information or work (collectively "Work") developed or prepared by Vendor 
or Personnel for SERS hereunder shall be considered a work-made-for-
hire under the U.S. copyright laws, and the property of SERS. To the extent 
that title to any such Work may not, by operation of law, vest in SERS for 
such Work, or may not be considered a work-made-for-hire, then in 
consideration for any payment received under this Master Agreement, 
Vendor hereby irrevocably assigns to SERS all rights, title and interest 
therein. All such Work shall belong exclusively to SERS, with SERS having 
the right to obtain and hold in its own name copyrights, trademarks, 
patents, registrations, or such protection as may be appropriate to the 
subject matter and any extensions and renewals thereof. Vendor reserves 
no right or interest in the Work. Vendor agrees to give SERS, its successors 
and assigns, and any person designated by SERS, reasonable assistance, 
without charge to SERS, required to perfect or secure SERS' rights 
described in this paragraph. Vendor and/or Personnel shall execute, at the 
request of SERS, specific assignments to SERS of any patent, copyright 
or other intellectual property interests in the Work applicable to the United 
States and to any and all foreign countries, as well as execute all papers 
and perform all lawful acts which SERS deems necessary in connection 
therewith, including the giving of testimony that the Vendor retains no right 
or interest in the Work. This Section shall survive the termination of this 
Master Agreement regardless of the cause of termination. 
 

b. Vendor warrants that Personnel shall not cause or permit any work to 
include or incorporate any material in which any third party shall have 
registered or unregistered copyrights, patent rights, trade secrets, or other 
proprietary rights or interests unless SERS is given notice prior to use of 
such material, SERS gives approval, and the Vendor secures all necessary 
licenses which are hereby assigned to SERS for such material. 

 
6. Confidentiality.  

 
SERS may disclose certain confidential, trade secret, and/or proprietary 
information to Vendor, its employees, subcontractors, and agents in connection 
with this Agreement. Vendor shall execute a Confidentiality and Non-Disclosure 
Agreement in the form of the attached Exhibit A. Vendor shall have its employees, 
subcontractors and agents who may have access to such information sign The 
Independent Contractor Intellectual Property and Confidentiality Agreement in the 
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form of the attached Exhibit B. The signed agreements shall be provided to SERS 
prior to the commencement of any work. 

 
 

7. Representations and Warranties. As of the Effective Date and at the time of 
execution of each SOW hereunder, the Vendor represents and warrants that it: 

 
a) Has the authority to enter into this Master Agreement and perform the 

Services provided herein. 
 

b) Will perform the Services in a workmanlike and professional manner 
consistent with all applicable statutes, regulations, or ordinances and within 
applicable industry best practices. 

 
c) Will comply with all applicable federal and state laws, including but not limited 

to, the laws contained in Chapter 102 of the Ohio Revised Code (Ohio ethics 
laws) governing ethical behavior, understands that such provisions apply to 
persons doing or seeking to do business with SERS, and agrees to act in 
accordance with the requirements of such provisions.  

 
d) Maintains a non-discrimination policy and is an equal employment 

opportunity employer. 
 

e) Has not paid and will not pay, has not given and will not give, any 
remuneration or thing of value directly or indirectly to SERS or any of its 
board members, officers, employees, or agents, or any third party in 
connection with obtaining or performing any of the engagements of this 
Master Agreement or otherwise, including, but not limited to, a finder’s fee, 
cash solicitation fee, or a fee for consulting, lobbying or otherwise. 

 
f) Vendor represents that its goods and services do not infringe on any third-

party copyright or ownership rights.  
 

8. Public Record Requests. Vendor acknowledges that SERS is subject to Ohio 
Public Records Act, Ohio Revised Code Section 149.43, including the requirement 
to comply with requests for disclosure of public records.  Vendor may designate 
certain of its records in the possession of SERS or information included in this 
Agreement as exempt from disclosure under the Public Records Act. Vendor must 
support each claimed exemption and provide SERS with a redacted copy of the 
Agreement or material at issue that is acceptable to SERS and in compliance with 
the Public Records Act within thirty days of the Agreement being signed or the I 
provision of the material to SERS.  In the event of a public record request that 
seeks Vendor’s exempt information or data, SERS will refrain from disclosing the 
information or will make reasonable efforts to contact Vendor in sufficient time to 
allow Vendor to take appropriate legal steps to protect the exempt information from 
disclosure.  If Vendor does not initiate legal action to protect its information within 
ten (10) business days of SERS’ notice of its intent to disclose Vendor’s 
information, Vendor shall be deemed to have waived its rights to seek an injunction 
or protective order and SERS shall be entitled to make such disclosure without 
further notice or liability to Vendor.  If as a result of the position taken by Vendor 
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regarding the exempt status of the information SERS is assessed any damages or 
fees, Vendor shall indemnify SERS for such damages or fees.   
 

9. Security and Cybersecurity Incident Notice and Reporting. Vendor shall have 
policies and procedures in place for the effective management of any security or 
cybersecurity incidents, as defined below, which shall be made available to SERS 
upon request. A “security incident” means the attempted or successful 
unauthorized access, use, disclosure, modification, or destruction of information or 
interference with system operations in an information system. A “cybersecurity 
incident” means a cybersecurity event that has been determined to have an impact 
on the vendor prompting the need for response and recovery. This may include 
ransomware that may place SERS’ data or SERS members’ personal data at risk. 
“Personal data” means full legal name, date of birth, home address, email address, 
social security number, driver’s license number, state identification card number, 
SERS account username, SERS account password, record of contributions or 
financial account numbers.  
 
In addition to the requirements set forth in any applicable Business Associate 
Agreement as may be attached to the Master Agreement, in the event of any 
actual security or cybersecurity incident or reasonable belief of an actual security 
or cybersecurity incident the Vendor either suffers or learns of that either 
compromises or could compromise SERS’ data, the Vendor shall notify SERS of 
the following within 48 hours of its discovery:  
 

a) The date and time of the discovery of the security or cybersecurity 

incident. 

b) The name of the Vendor security or cybersecurity incident representative 

and contact information. 

The Vendor shall provide the following information to SERS regarding a security 
or cybersecurity incident within a reasonable period of time: 

a) Date and time of the security or cybersecurity incident. 

b) Nature of the security or cybersecurity incident, including any potential 

impact on SERS’ data or SERS members’ personal data. 

c) Description of SERS’ data or SERS members’ personal data involved in 

the security or cybersecurity incident.  

d) Vendor action taken to mitigate the security or cybersecurity incident and 

secure compromised systems.  

The Vendor shall cooperate with SERS and provide such other information, 
including a written report, as reasonably requested by SERS. Vendor shall 
analyze and document the incident and provide all notices required by all 
applicable laws, regulations, rules, and industry standards. SERS may, in its sole 
discretion, choose to provide notice to any or all parties affected by a security or 
cybersecurity incident, but Vendor shall reimburse SERS for the cost of providing 
such notification. Vendor further agrees to provide or reimburse SERS for its 
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costs in providing any credit monitoring or similar services that are necessary as 
a result of Vendor’s security or cybersecurity incident.  
 
In addition to any other indemnification obligations in the Master Agreement, the 
Vendor shall fully indemnify and save harmless SERS from any costs, loss or 
damage to SERS resulting from a security or cybersecurity incident or the 
unauthorized disclosure of SERS’ data or SERS members’ personal data by the 
Vendor, its officers, agents, employees, and subcontractors.  

 
10.  General.  

 
a. The Master Agreement shall be construed and enforced in accordance with 

the laws of the State of Ohio and any applicable federal laws.  
 

b. The Master Agreement is not assignable without the prior written consent 
of SERS. Any attempt by Vendor to assign any of the rights, duties, or 
obligations of this Master Agreement without such consent is void.  

 
c. The Master Agreement can only be modified by written agreement duly 

signed by persons authorized to sign agreements on behalf of SERS and 
of Vendor.  

 
d. Vendor agrees that it will not, without prior written consent of SERS, use in 

advertising, publicity or otherwise the name of SERS, SERS’ logo, service 
marks, domain names, symbols or any affiliate of SERS, or refer to the 
existence of this Master Agreement in press releases, advertising or 
materials distributed to prospective customers.   
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CONFIDENTIALITY AND NONDISCLOSURE AGREEMENT 
 
This Agreement is entered into as of the   day of   , 202  (the Effective 
Date"), by and between SCHOOL EMPLOYEES RETIREMENT SYSTEM OF OHIO, 300 
East Broad Street, Columbus, Ohio   43215 (hereinafter referred to as "SERS"), and 
_____________ with its principal place of business at ________ (hereinafter referred to 
as “vendor.”  In consideration for the exchange of the mutual covenants and promises set 
forth below, the parties agree as follows: 
 
1. The parties agree that it is necessary and desirable that SERS disclose to vendor 

confidential information, including but not limited to contracts and related 
documents and data, and other documentation or information whether or not 
expressly designated as confidential (collectively referred to herein as 
"Information”). 

 
2. The parties agree that the Information disclosed shall be used solely for the 

purpose of reviewing and using the Information in connection with the potential 
and/or actual providing of services by vendor to SERS.  No copies of the 
Information shall be made except to be used solely in connection with the potential 
and/or actual providing of services by vendor to SERS. 

 
3. The parties hereby acknowledge that the Information is valuable, confidential and 

proprietary trade secret assets and vendor agrees that it shall:  (a) not 
communicate Information to any third party; (b) by using means no less than it 
uses to protect its own most valuable trade secrets, prevent inadvertent or wrongful 
disclosure of Information to any third party; and (c) limit internal access to 
employees only on a "need to know" basis for the purposes set forth in Paragraph 
2 hereof. 

 
4. Except for the purposes of Paragraph 2 above, or for any purpose the parties may 

hereafter agree upon in writing, vendor shall not use the Information for productive 
use or circulate it within its own organization, but to the extent necessary for 
negotiations, discussions, and consultations with its employees or authorized 
representatives of SERS.   

 
5. The obligations of confidentiality shall terminate with respect to any particular 

portion of the Information if: 
 

a. it was in the public domain at the time of communication thereof to vendor; 
b. it entered the public domain through no fault of vendor subsequent to the 

time of communication thereof; 
c. it was in vendor’s possession free of any obligation of confidence at the 

time of communication thereof; 
d. it was rightfully communicated to vendor free of any obligation of 

confidence subsequent to the time of communication thereof; or 
e. it was developed prior to the date of this Agreement by employees or 

agents of vendor independently of, and without reference to, any 
Information. 
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6. All Information, and any and all copies thereof, shall, upon written request from 
and at the sole discretion of SERS, either (a) be returned to SERS, or (b) vendor 
shall provide a written certification to SERS that any and all copies of the 
Information provided have been destroyed. 

 
7. Each party recognizes that the wrongful disclosure of the Information, shall give 

rise to irreparable injury to SERS, inadequately compensable in damages, and that 
SERS shall have, in addition to any other remedies available to it, the right to 
injunctive relief enjoining such wrongful disclosure by vendor. 

 
8. This Agreement shall govern all communications between the parties during the 

period from the Effective Date of this Agreement to the later of (a) the date on 
which vendor receives written notice from SERS that subsequent communications 
shall not be so governed, or (b) the termination of all agreements between the 
parties.  However, the terms and conditions of this Agreement shall survive the 
termination, with or without cause, of this Agreement or any other agreement 
between the parties.  This Agreement shall be construed in accordance with the 
law of the State of Ohio and any applicable federal laws. 

 
 
 
 
 

 
 
 
 

 


